TEMPLATE LETTER TO DATA SUBJECTS AFFECTED BY THE DATA BREACH
THIS TEMPLATE IS PROVIDED FOR GENERAL GUIDANCE ONLY. IT MUST BE ADAPTED TO REFLECT THE INDIVIDUAL CIRCUMSTANCES.


[Your Letterhead/Logo]
[Date]
Private and Confidential

Dear [Name],

Personal Data Breach Notification

We are writing to inform you of a personal data breach that affects your personal information. We take the protection of your data very seriously and are contacting you without delay to explain what has happened, the possible risks to you, and the steps we are taking. We sincerely apologise for this incident and any distress it may cause.

What Happened
On [date of breach/detection], we became aware that [brief but clear description of the breach, e.g., “an unauthorised third party accessed our customer database” or “an email containing your information was sent to the wrong recipient”]. The breach occurred due to [short explanation — e.g., “a phishing attack on one of our employee accounts”/“human error”].

What Information Was Involved
The following personal data about you was affected:
· [List the types of data e.g., full name, postal address, date of birth, contact details, account information, etc.]
If any special category data was involved (e.g., health information), we specify it here: 
· [details].

Potential Risks to You
While we have acted quickly to contain the breach, there is a risk that your information could be misused. This could include:
· Identity theft or fraud attempts
· Unwanted contact or phishing attempts
· [Other risks specific to the data type, if any]

What We Have Done
We have taken immediate steps to address the situation, including:
· Securing the affected systems and preventing further access
· Resetting relevant passwords and strengthening system protections
· Conducting a full investigation to understand how the breach occurred
· Reporting the incident to the Jersey Data Protection Authority (part of the Jersey Office of the Information Commissioner (JOIC)) as required by law.

What You Can Do
We recommend you take the following precautions:
· Remain alert to suspicious emails, phone calls, or messages asking for personal details
· Avoid clicking on links or opening attachments from unknown senders
· Consider checking your credit report for any unusual activity
· [Any specific advice related to the nature of the breach]

Contact Us
If you have any questions or would like more details, please contact our Data Protection [Officer/Lead/Manager]:
[Name of DPO or contact person]
[Position/Title]
[Email address]
[Phone number]
[Postal address]

Your Rights
Under the Data Protection (Jersey) Law 2018 (DPJL 2018), you have rights in relation to your personal data, including the right to request access, correction, or erasure of your data. You also have the right to lodge a complaint with the JOIC:
JOIC
2nd Floor, 5 Castle Street, St. Helier, Jersey, JE2 3BT
Email: enquiries@jerseyoic.org 
Website: https://www.jerseyoic.org 

We are sorry this has happened and are committed to learning from it to strengthen our data protection measures. Your trust is important to us, and we will do everything possible to ensure this does not happen again.
Yours sincerely,

[Signature]
[Name]
[Title]
[Organisation]

