THIS TEMPLATE IS PROVIDED FOR GENERAL GUIDANCE ONLY. IT MUST BE ADAPTED TO REFLECT THE INDIVIDUAL CIRCUMSTANCES.

DATA PROTECTION IMPACT ASSESSMENT
This template is an example of how you can record your DPIA process and outcome. You may also with to refer to the guidance “Criteria for an acceptable DPIA” published by the European Data Protection Board on DPIAs.
You should start to fill out the template at the very start of any major project involving the use of personal data, or if you are making a significant change to an existing process. The final outcomes should be integrated back into the project plan.
This template is intended to provide a starting point and should be amended, reordered, and/or added to as necessary and as appropriate for your organisation and the nature and scope of the issues being considered as part of the DPIA.
SUBMITTING CONTROLLER DETAILS
	Name of controller
	

	Subject/title of DPIA
	

	Name of controller contact/DPO (delete as appropriate)
	



INITIAL SCREENER
This section should help you identify whether you need to complete a full DPIA
	Project Overview
Explain broadly what the project will be about and how it will involve the use of personal data. It should include:
· A high-level description of the proposed processing
· A summary of the processing scope
· A summary of the purposes for which processing will occur
· A summary of the intended benefits for data subjects, third parties and the controller
· A summary of the rationale why a full DPIA is required

	[INSERT]

	How many individuals will be impacted
	[NUMBER]

	What type of individual will be impacted (check all that apply)

	
	Employees
	
	Clients/customers

	
	Potential Employees
	
	General Public

	
	Former Employees
	
	Children

	
	Suppliers (including contractors)
	
	Vulnerable adults 

	
	Other
	
	

	What types of personal data will you be processing?

	
	Personal data (non-special category)
	
	Special category

	
	
	Race
	
	Ethnic origin

	
	
	Political opinions
	
	Religious beliefs

	
	
	Philosophical beliefs
	
	Trade union membership

	
	
	Genetic/biometric data
	
	Health data

	
	
	Sex life/sexual orientation
	
	Criminal record/alleged criminal activity

	Does the project involve the following (tick all that apply)
· If any of these categories are ticked, a full DPIA must be completed

	
	Automated processing of personal data (e.g. by AI, including profiling, evaluation or scoring)
	
	Processing of special category data on a large scale

	
	Systematic monitoring of a publicly accessible area on a large scale
	

	
Screener sign-off


	Is a full DPIA required
	[Y/N]

	Reasons
	[INSERT]

	Signed
	[INSERT]

	Date
	[INSERT]





FULL DPIA
	Describe the nature of the processing
· What is the source of the data?
· Where is it coming from e.g. feeds from internal/external systems, purchased lists, directly from data subjects etc) 
· How will you collect, use, store and delete data? (You should consider all aspects of the processing such as hardware, software, networks, people, transmission channels, storage sites, backups, disaster recovery etc.)
· Will you be sharing the data with anyone? If so:
· Who?
· Why?
· What data will they be receiving (e.g. is it some or all the data)?
· What is their role/will they be doing with the data (e.g. will they be hosting the data?)
· Where are they located?
· Are appropriate agreements in place where required (e.g. data processing agreements)?
· What types of processing identified as likely high risk are involved?

You may find it helpful to use a drawing/diagram to map out the data flows.


	[INSERT]

	Is the processing necessary and proportionate in relation to the purposes?
	[Y/N]

	Reasons
	[INSERT]

	

	Describe the scope of the processing

	· What is the nature of the data?
· Does it include sensitive special category data?
· How much data will you be collecting and using?
· How often?
· How long will you keep it for?
· How many individuals are affected?
· Is the information staying in Jersey or will it be transferred off-island? If so, 
· Which countries will it be transferred to?
· Are they within the EU or do they have adequacy status?
· Are they a third country? If so, on what basis are you transferring it to that country and are the relevant legal requirements in place (see our guidance note on cross-border transfers)

	[INSERT]

	

	Describe the context of the processing
· What is the nature of your relationship with the individuals?
· How much control will they have?
· Would they expect you to use their data in this way?
· Do they include children or other vulnerable groups?
· Are there prior concerns over this type of processing or security flaws?  
· Is it novel in any way?
· What is the current state of technology in this area?
· Are there any current issues of public concern that you should factor in? 
· Are you signed up to any approved code of conduct or certification scheme (once any have been approved)?

	[INSERT]

	

	Describe the purposes of the processing
· What do you want to achieve? 
· What is the intended effect on individuals? 
· What are the benefits of the processing – for you, and more broadly?
The section is intended to focus on the purpose for which personal data is processed and to assess the intended benefits and risks. The DPJL 2018 does not define “high risk” but does say that “In assessing the risk to the rights and freedoms of natural persons, regard must be had in particular to the use of new technologies, and the nature, scope, context and purposes of the processing” (Art.16(2)). For example:
· Automated processing (including profiling).
· Evaluation or scoring (including profiling or predicting).
· Automated decision-making with legal (or similar) effect.
· Large-scale processing of data.
· Processing of special category data or data of a more sensitive/highly personal nature.
· Systematic monitoring of publicly accessible area(s).
· Creation or use of personal profiles.
· Matching/combining datasets.
· Processing in relation to vulnerable data subjects.
· Innovative use or applying new technologies or innovative solutions. 

The above list includes criteria identified by the European Data Protection Board (EDPB) but is non-exhaustive. However, it provides a useful aid for identifying potential high-risk situations. As part of the assessment, you should identify the benefits that may result from the processing.  Benefits could be to:
· individuals (data subjects and users);  
· groups of individuals;
· organisations such as the controller/third parties
· wider society. 

You must consider the risks associated with the processing, including to the data subjects, the controller itself and any other relevant stakeholders. You need to be able to identify: 
· the type of risk
· possible threats and sources of risk
· the likelihood of risk occurring
· the impact of the risk
· the type of damage that may/will occur if the risk materialises (what could/would happen)
· whether the risks can be removed entirely/reduced and if so, how
· any risks associated with not proceeding with the processing proposed. Finally, but of utmost importance, also consider the risk mitigation options. 

	[INSERT]	

	Describe the technical and organisational measures that will be put in place to ensure the security of the personal data
· Consider practical measures such as:
· identity and access management arrangements
· training
· communication and awareness
· third party due diligence arrangements
· third party contract management and monitoring arrangements
· Consider the range of technical security measures that can be implemented such as:
· Encryption
· Pseudonymisation
· two-factor authentication
· Ensure that arrangements for data security breach notification have been considered. 
· Record items such as steps taken for de-identification of data, arrangements for destruction of data and data back up and disaster recovery arrangements. 
· Include records in relation to consents, privacy notices, data flow maps and approvals.

	[INSERT]

	Assess necessity and proportionality
Describe compliance and proportionality measures, in particular:
· What is your lawful basis for processing?
· Does the processing achieve your purpose?
· Is there another way to achieve the same outcome?
· How will you prevent function creep?
· How will you ensure data quality and data minimisation?
· What information will you give individuals?
· How will you help to support their rights?
· What measures do you take to ensure processors comply?
· How do you safeguard any international transfers?

	[INSERT]

	

	Identify, assess and reduce risks

	Describe source of risk and nature of potential impact on individuals. Include associated compliance and corporate risks as necessary.
	Likelihood of harm
Remote/Possible/Probable
	Severity of harm
Minimal/Significant/Severe
	Overall risk
Low/Medium/High

	[INSERT]
	[INSERT]
	[INSERT]
	[INSERT]

	

	What will be put in place to reduce or remove the risk
For each risk you’ve identified, set out what measures you will put in place to reduce or eliminate the risks identified as medium or high risk. You need to explain the options/measures that you’re putting in place and whether that reduces or removes the risk entirely. If an option/measure is not approved, you need to say why.




	Risk
	Options to reduce or remove the risk 
	Effect on risk
	Does the risk remain? 
Y/N
	Residual risk rating once option applied
Low/Medium/High
	Option approved
Y/N

	[INSERT]
	[INSERT]
	[INSERT]
	[INSERT]
	[INSERT]
	[INSERT]

	

	Consultation Process
Consider how to consult with relevant stakeholders:
· Describe when and how you will seek individuals’ views – or justify why it’s not appropriate to do so. 
· Who else do you need to involve within your organisation? 
· Do you need to ask your processors to assist? 
· Do you plan to consult information security experts, or any other experts? 
This section should summarise the advice and input from all stakeholders and interested parties that have been consulted in relation to the DPIA. This will include the functional area/business unit carrying out the DPIA and the DPO (if there is one). It should include the advice and input of the data subjects, their representatives and other interested stakeholders as well as professional experts such as lawyers, IT experts, security experts, sociologists and ethics experts. The EDPB advises that this input can be obtained “through a variety of means, depending on the context (for example, an internal or external study related to the purpose and means of the processing operation, a formal question to the staff representatives or trade/labour unions or a survey sent to the data controller’s future customers)”. 

You should summarise the input received, and the decisions taken and consider including a copy of the input received as an annex to the DPIA. 

You must also seek the advice of the DPO (where there is one) when completing the DPIA (Art.16(4) of the DPJL 2018). Under Art.26(1)(c), the DPO is required to monitor performance of the DPIA so may provide advice on an ongoing basis - the DPIA will need to be updated to take this into account. 

Advice received during the course of the DPIA should also be included. 

Where appropriate, you should also consult with those individuals who will be affected by the intended processing activity. Art.16(8) of the DPJL 2018 states the “controller must seek the views of data subjects or their representatives on the intended processing, without limiting the protection of commercial or public interests or the security of processing operations”. 
· If you decide not to seek input from the data subjects, you must document your reason for not doing so. 
· If your final decision is different to the views of the data subjects, you should document the reason for the decision.
· Consent to processing is not a way for seeking the views of the data subjects. 

PLEASE NOTE that you must consult with the JOIC where risks cannot be mitigated. This can be done online.

It is your responsibility to determine when the risks cannot be mitigated. You should record any interaction with the Authority and identify whether a consultation is required or not. If a consultation is required summarise the output and the decisions made. Include any advice from the Authority as an annex to the DPIA.

	[INSERT]

	

	Record of consultations

	Advice of DPO (or alternative)
	[INSERT SUMMARY OF ADVICE]
[INSERT DATE ADVICE PROVIDED]

	Input of specific business functions
	[INSERT SUMMARY RESPONSES]
[INSERT DATE PROVIDED]

	Input of data subjects/representatives
	[INSERT SUMMARY RESPONSES]
[INSERT DATE PROVIDED]

	Input of experts of other interested stakeholders
	[INSERT SUMMARY RESPONSES]
[INSERT DATE PROVIDED]

	Consultation with the JOIC
	[INSERT SUMMARY RESPONSES]
[INSERT DATE PROVIDED]

	

	Record of approvals 

	Options/measures approved by
	[INSERT NAME]
[INSERT POSITION]
[INSERT DATE]

	Residual risks approved by
	[INSERT NAME]
[INSERT POSITION]
[INSERT DATE]

	DPO advice accepted or overruled by
	□ DPO advice accepted
□ DPO advice overruled (if overruled, explain why)

[INSERT ANY REASONS]

[INSERT NAME]
[INSERT POSITION]
[INSERT DATE]

	DPIA approved by
	[INSERT NAME]
[INSERT POSITION]
[INSERT DATE]





